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Abstract— The need for secure, transparent, and immutable
digital evidence has increased, as it is an essential component of
criminal investigations. The integrity, transparency, and security
of digital evidence are frequently compromised by the
conventional system. Blockchain technology has proven to be a
transformative solution for maintaining digital evidence in a
secure and transparent manner. However, the application of
blockchain is limited by its scalability in handling the vast amounts
of digital data. To preserve large amounts of digital evidence, this
paper thoroughly examines the current Layer 1 and Layer 2
scalability methods, such as sharding, state channels, and roll-ups.
We have observed that hybrid scalability solutions can be
employed to solve the scalability issues. In this paper, various
scalability solutions and consensus mechanisms related to digital
evidence are compared. This paper provides a comprehensive
literature review, identifies the research gap also suggests future
directions for developing scalable digital evidence management
solutions.

Keywords— Blockchain , Consensus mechanism, Scalability,
Digital Forensics, Digital Evidence, Chain Of Custody, Scalability
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I. INTRODUCTION

In today’s digital world, as cybercrimes and digital frauds keep
on increasing rapidly, the investigation process requires an
efficient way of managing the evidence. For tracking,
reconstructing, and presenting the evidence in court, the
investigation committee heavily depends on digital evidence.
The digital evidence must be maintained such that its integrity
and authenticity are preserved. [1] The digital evidence will be
used by all the committee members of the investigation. In a
traditional system, the digital evidence is stored, maintained,
and verified by a centralized system. [1], [2], [3] The centralized
system provides various methods of storing the evidence. But it
faces the problems of preserving the integrity and security of
the evidence. The integrity , security, and privacy of the digital
evidence can be ensured by using the blockchain technology.
Digital evidence management can use blockchain by using its
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fundamental features. The blockchain’s immutable, transparent,
and distributed features can be used for digital evidence such that
no one can tamper with it. The smart contract can be defined to
automate the chain of custody process. [2]The smart contracts
will automate the process by ensuring the security and integrity
of digital evidence. The scalability problem of blockchain is due
to the fast-growing volume of data. The initial proposal for
blockchain was for secure and decentralized cryptocurrency. As
day by day the amount of data generated by digital evidence is
increasing rapidly, the key concepts of blockchain can be utilized
to manage the large volume of data. [1], [2], [3]

This paper provides a thorough overview of existing research
and existing scalability approaches. Section I of the paper
provides an overview of blockchain technology and digital
evidence management. Section II of the paper provides an
overview of traditional digital evidence management process.
Section III provides a detailed discussion of blockchain
technology and scalability. Along with the concepts we have
discussed the existing literature survey in Section IV. This
paper discussed various scalability challenges in existing
solutions in Section V. Section VI provides a comparison of
various scalability techniques along with gap in existing
research Finally, in Section VII we have given the future
direction, which depicts how scalability improves the
performance of existing digital evidence systems.

II. DIGITAL EVIDENCE MANAGEMENT

Digital forensics plays crucial role in identifying criminal
investigations and fraud detection. The digital forensics must
ensure proper handling of the digital evidence. Digital evidence
refers to the information that can be used as proof for legal
proceedings.[2]The source of digital evidence can be digital
files like text, documents, images, videos, logs or
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digital devices such as mobile phones, computer hard drives, etc.
The digital forensic process consists of four stages to handle the
digital evidence as shown in Fig 1. [2]

[ Reporting

The initial phase is digital evidence identification, in which the
investigator identifies the type of cybercrime and recognizes the
potential sources of digital evidence. The investigator collects
and retains the evidence by using standard operating
procedure. The evidence must guard against data loss,
manipulation, or damage. [4] Forensics tools like EnCase or
FTK (Forensic Toolkit) can be used. The next step in the
process is examination and analysis, where the committee
members retrieve, examine, and evaluate the crucial
information. They can use specialized tools for investigation
and must provide documentation for each step.

Preservation and Analysis

[Identiﬁcation

Acquisition & [ Examination

Fig 1 . Digital Evidence investigation process

The investigation process must be clear , comprehensive, and
lawful. The chain of custody is the methodological process of
managing the digital evidence. [4]The key elements of custody
include who, where, how, and how long.[4] The process
includes basic information of the investigator, such as name and
role, along with location and timestamp.After the chain of
custody, the digital evidence is presented to the court.[4]

III. BASICS OF BLOCKCHAIN TECHNOLOGY

A. Origin And Growth of Blockchain

The decentralized, distributed ledger known as blockchain
securely, irrevocably, and transparently = documents
transactions across numerous computers. Each transaction is
stored in a block ,all such blocks are connected to the previous
block using cryptographic techniques which forms a chain. Due
to its tamper-proof record-keeping structure, blockchain is a
great choice for applications that need security, transparency,
and trust.[5], [6]

The concept of blockchain was first introduced by a whitepaper
published by Satoshi Nakamoto named —Bitcoin: A Peer-to-
Peer Electronic Cash Systeml.[7] Nakamoto proposed a
currency named Bitcoin. He proposed a platform which does
not require any trust of third parties.

The cryptocurrency uses the concept of digital signature to
verify the authenticity of the transaction. Nakamoto removed
the need for third parties from electronic transactions. In order
to check the authenticity of the transaction , the transaction is
broadcasted into the public. All the nodes in a network are peer
to peer connected. Each node will group transactions together
which is known as a block. All nodes receive the transaction
details which are yet to confirm . The Full node will then
combine all unconfirmed transactions and start mining of a
block. The mining is a process in bitcoin blockchain to solve
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the cryptographic puzzle called as proof of work.[7]The miner
who is able to mine the block successfully receives the incentive.
The incentive mechanism was introduced in order to increase
adoption of blockchain technology. Blockchain was initially used
in cryptocurrency but nowadays it receives widespread adoption
in various domain like supply chain, healthcare, energy trading,
identity management and digital forensic.[6]

B. Types of Blockchain

Public, private, and consortium blockchains are three types of
blockchain technology as shown in Fig 2, each of which offers
different types of application[6].

Anyone can join, validate transactions, and access the ledger on
public blockchains, which are open, decentralized networks.
Private blockchains are networks with permissions that are
managed by a single person or group. Consortium blockchains
are semi-decentralized networks that are managed by a number
of groups working together.

[ Blockchain |
I
1
[ Permission less ]
I - 1 1
I Public I [ Private ] [ Consortuim ]

Fig 2 . Various categories of blockchain

C. Application Of Consortium and Private Blockchain In
Digital Forensics

The consortium blockchain allows multiple organizations to
collaborate. In digital forensics, the forensic labs, judicial
bodies and crime investigator teams can use blockchain for
transparent digital evidence management.

Private blockchain is suitable for one organization where the
sensitive information is required to be stored like secure
evidence [8] .Table I shows the trade off in various factors of
blockchain.

TABLE I. Trade off in private and consortium blockchain

Factor Private Consortium
Security High Medium
(single (group of organization)
organization)
Scalability High High
(limited participants)
Decentralization| Low Limited
(single (group of organization)
organization)
Privacy Very high Moderate
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D. Blockchain Scalbility

Due to the widespread adoption of blockchain technology, the
number of users of blockchain systems increases extensively,
creating scalability issues in public platforms (e.g., Bitcoin and
Ethereum). Blockchain scalability refers to handling the
growing number of transactions without compromising the
performance of the system. [9] The scalability measures how
well the blockchain system can maintain high throughput, low
latency, and security. Scalability is an important factor in
blockchain technology adoption in various industries and its
practical implementation. [10], [11], [12]

After several research studies, the researchers identified a trade-
off in blockchain scalability, known as the blockchain trilemma.
The idea of the blockchain trilemma was first proposed by
Vitalik Buterin (co-founder of Ethereum) via a blog in 2017.
[12] Later on, several researchers have discussed the same idea.
[10], [13], [14]

The blockchain trilemma is the trade-off between the key
concepts of blockchain as shown in the Fig.3 . The trilemma
was derived from the concept of the CAP theorem by Vitalik
Buterin. As per the trilemma, in any blockchain system we can
have at most two of the characteristics at a time, and we need to
compromise the third property. For example, improving
scalability by increasing the size of a block or reducing
confirmation time may lead to vulnerabilities or a more
centralized network. [15]

Decentralization

Scalability

Security

Fig 3 . Blockchain Trilemma

E. Blockchain Existing Scalbility Solutions

1 .Layer 1 Solutions

Layer 1 solutions include the improvements in existing
blockchain protocol. Different approaches have been proposed
so far to change the existing blockchain protocol.[15]

1.1 Sharding[16]

Sharding is the process of dividing the blockchain into smaller
and manageable sections called shards. Each shard stores a
specific number of transactions into a group. Sharding allows
the parallel execution of transactions, which can enhance the
transaction throughput and reduce the latency. Sharding
enhances scalability by increasing the number of shards,
thereby distributing the workload more efficiently. However, a
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higher number of shards can introduce vulnerabilities and may
lead to a more centralized network.

1.2 Segregated Witness (SegWit)[9]

The segregated witness reduces the size of a block by separating
the signature (witness) from the block. This separation of
witnesses can accommodate more transactions in a block. The
SegWit can increase the block size by accommodating more
transactions rather than actually increasing the size of the block,
while SegWit reduces the size of transactions stored in blocks,
but nodes must still store the witness data. It may increase the
blockchain storage requirements for full nodes that verify the
witness data.

1.3 Block size compression[9], [15]

To improve the throughput of blockchain, various solutions
have been proposed. All these methods try to reduce the
redundant information of a block. All existing solutions are
enhancing the throughput but require optimization for
scalability.

2. Layer 2 Solutions

Layer 2 solutions have been proposed on top of layer 1 solution.
Layer 2 solutions provide off chain transactional solution. It
increases transaction throughput by reducing the load on the
main chain.[17]

2.1 State Channels: [18, p. 2]

It is the off-chain mechanism that allows transaction
verification without using the main chain. In state channel
mechanism the private channel is created for different
transactions. Only the final settlement is required on the main
chain which minimizes the number of online transactions.

2.2 Sidechains[18, p. 2]

It is a separate blockchain that is connected to the main chain.
The side chain is running parallel to the main chain. The
primary goal of sidechain is to reduce the load on main chain.

2.3 Rollup[18, p. 2]

Rollup uses compressing techniques over layerl. The
transactions are executed on off chain and after that it aggregate
multiple transactions in a batch. This increase throughput and
reduce transaction processing fees.

IV. RELATED WORK

This paper examines a comprehensive survey of various
solution of blockchain scalability. The initial goal of blockchain
was to develop a secure and decentralized network. As soon as
the number of users is increasing the blockchain network is
difficult to scale up. For addressing the challenge of blockchain
scalability researchers first started to optimize the main
blockchain network, that is known as on chain
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solution. The first proposal for on chain solution was block data
alternatives. J.Gobel ,A.E. Krzesinski, proposed an alternative
to increase the size of block. They have tries to increase the
bitcoin blockchain size which can increase the number of
transactions in a block, but may have storage overhead due to
large size of blocks.[19] Jeff and Garzik have shown by
increasing the block size to 2MB.[20] They have shown that
how larger blocks can be used to increase transaction
Throughput but that may face transmission delay.[21]

Due to the limit on the size of block, E. Lombrozo, J. Lau, and
P. Wuille proposed a method, SegWit(Segregated Witness) ,in
which the size of the block remains the same but they have
removed the witness from the main block. As per the study
shown the 20% of the block consists of the metadata
information related to the block, which may limit the size of
block. The non-witness unit and witness unit may be equivalent
to 1MB; therefore this technique is not widely adopted [22].

The first on-chain solution was introduced, called "sharding."
Sharding was initially proposed in databases to optimize
performance. Sharding is introduced in blockchain , where the
different types of transaction are distributed across different
shards; this can increase the transaction processing by
concurrent execution of transactions across shards [4]. More no
of shards may lead to centralization [5]; also aggregating the
final result from all shards is difficult. The main challenge in
sharding is cross-shard communication and inter shard
communication [6] [7]. Several literature surveys have shown
that sharding increases the load on the main blockchain
network. [5] The paper [24] shown the optimization on cross
chain Sharding using PYRAMID increased the TPS up to 3.2
times compared to other conventional approaches.

Layer 1 solutions are increasing the burden on the main chain;
therefore, several off-chain solutions are proposed that work on
top of layer 1 solutions. Several works, such as [6] and [9] , have
shown the work done on layer 2 solutions. The Bitcoin
Lightning Network was proposed by Bitcoin, which is
considered an off-chain solution for Bitcoin. Ethereum 2.0 is
using layer 2 solutions. The study shows that it increases the
scalability of traditional conventional systems. State channel,
side chain, and roll-up are considered the important innovations
in blockchain.

Few surveys are also related to digital evidence, but most of
them have used cloud or IoT solutions for off chain storage. The
use of AES encryption for digital evidence can be utilized for
tamper-proof digital evidence storage. [2] The studies shows
that using IPFS storage scheme, the throughput increases.
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Although there is no consensus algorithm designed for digital
evidence management.[19] Instead of using the decentralized
storage like IPFS or File coin the layer 2 solutions can be
utilized. The Layer 2 solutions are also facing the problem
synchronization with the main chain.

V. SCALABILITY CHALLENGES IN BLOCKCHAIN FOR
DIGITAL FORENSICS

A. Data Volume Management

Blockchain was designed for decentralization and security. The
Blockchain faces several challenges for on chain storage The
Block size is limited thus the large size of evidence cannot be
stored into a single block.[16]Storing large amount of data
includes high transaction processing cost. Uploading large
amounts of data increases the latency and network congestion.
Large size of data requires more storage overhead on each node
, which decreases the number of nodes in blockchain. Due to
less number of nodes it leads to centralization. Sensitive
information requires a more secure algorithm due to privacy
concerns. To overcome the problems of on chain storage the off
chain storage can be used. The off chain storage reduces the
burden on the main chain. Thus it increases transaction
processing time which improves the throughput. Off chain
storage provides scalable and secure solutions . [15]Moreover
both on chain and off chain storage are having their pros and
cons, for that we can use hybrid approach which can improve
the scalability.

B. Transaction Throughput and Latency

The total number of transactions that can be processed per
second is called Throughput. Each transaction requires a
verification time. The time required to confirm the transaction
and add into a block is called latency.[10], [12] In blockchain
high latency and low throughput may delay the digital evidence
registration process. If the transaction remains unconfirmed the
evidence may be tampered with. The public blockchain like
Ethereum and bitcoin demands high transaction fees for
processing large transactions as shown in TABLE II. Low
throughput may limit the cross border evidence sharing.

TABLE II. Constraints in Existing Blockchain

Blockchain | Consensus Transaction | Average
Mechanism Throughput Confirmation
(TPS) time
Bitcoin POW ~7-15 10 minute
Ethereum POW ~100-200 13-15 second
Solana POH ~65000 2.5 second
Polygon POS ~7000 3 second
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VI. COMPARATIVE ANALYSIS AND RESEARCH GAP

C. Network Congestion and Block propagation A. Comparative Analysis of Existing Scalability solutions

Large number of transaction may decrease the throughput and
increase latency. The block size is limited to store the data. All
unconfirmed transactions are present in mempool which
reduces the transaction processing time. High transaction Fees
are required to perform the transaction. The more congested

The Table IV provides a comparison of various scalability
solutions along with their application in digital forensics.

TABLE IV. Comparison of existing scalability solutions

. : L . Solution | Advantage Drawback Application in
network often increases transaction processing time which may Dicital
lead to delay in evidence registration. More time required for Fo%ensics
ropagation may increase the chances for an attacker to attack - :
?he%a%a [12] [1}5,] Sharding | Improve Cross shard Suitable for
T Layer 1 | transaction communication large scale
D. Storage Overhead And Node Participation [12], throughput 1ssues myestngahops
. : . [16], and decrease with multiple
The full nodes in the blockchain are responsible for block [24] network sources
verification. With vast amounts of data the storage requirement congestion
of full nodes increased which may increase centralization.[10], - - — — -
[12], [15] Segwit Larger size Limited scalability| Suitable
’ Layer 1 | of blocks, for
E. Limitations of Consensus Mechanism [12] improve evidence
transaction storage
TABLE III. Limitation of existing consensus algorithm processing with hash
Consensus Drawback Impact on Digital State Redpce on Synchronization Rqal time
Mechanism Evidence channel | chain between layerl evidence
Management Layer2 transactions and layer 2 management
Proof of Work - High energy - Inefficient for real- [18],
(PoW)[9],[10],[25], | consumption time evidence [19]
26] - Low transaction management Side Customized | Security risk Good for
throughput - Delayed evidence chain consensus single region
- Centralizationrisk | verification L . . .o
o . . ayer 2 | algorithm, investigation
through mining - High operational .
pools costs [18,p.2], 1ndepeqdent
- Environmental [19] processing
impact RollUp | Cost Final transaction | Suitable for
Practical Byzantine - Limited scalability | - Not suitable for Layer2 effective, confirmation large scale
Fault Tolerance - High network large-scale forensic [18, reduce requires on main | evidence data
(PBFT)[10], [25], overhead networks p-2], verification | chain
[26] - Centralizationrisks | - Risk of validator [19] cost
in permissioned collusion n cré:as o
networks - lelted_ throughput
geographical reach - a i
Proof of Stake - Wealth-based - Risk of Hybrid Combine Trust among Good for
(PoS)[10], [25],[26] centralization manipulation by approach transparegcy organization 1s f)rOSS bordpr
- Vulnerable to powerful validators Layer 1 and security | mandatory nvestigation
nothing-at-stake - Reduced fairness in and from Layerl
attacks evidence Layer2) | and
- Initial token management [3],[10] | scalability
distribution issues ;hliotctantial security from Layer 2
eats

F. Interoperability

If the evidence exists in different blockchain is difficult to
access. This requires a cross chain mechanism. Several cross
chain solutions have been proposed so far which can be used to
address the problem.Polkadot ,cosmos are some of the cross
chain solutions. The permissioned blockchain can be used to
store the sensitive information of evidence and we can use cross
chain platforms to verify the transactions.[9]

B. Research Gap

Most of the research has been done on the financial sector for
improving blockchain scalability. The current research on
improving the scalability in digital forensic is still a less
explored area. Moreover, the current innovation for scalability
solution in digital evidence management uses the
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decentralized file structure (IPFS). current work does not
support real time evidence management and faces scalability
problems. There is no consensus algorithm developed for
digital forensic.

The forensic information is sensitive information, because of
this current work still faces the problem of privacy and security.
However there is a lot of work that has been done on this topic,
but implementing this solution at large scale still faces several
challenges. The storage mechanism needs to be explored to
store the digital evidence. Currently developed consensus
algorithms may compromise between scalability and security.
Currently there is no cross-chain solution for digital forensic.
Due to the large amount of data the transaction processing fee
is very high.

VII. CONCLUSION AND FUTURE DIRECTIONS

The aim of the paper is to study the fundamental property of
blockchain scalability. The paper presents existing approaches
to address the scalability. The conventional blockchain for
evidence management faces several challenges like throughput,
latency, and storage overhead. Further integration with machine
learning algorithms can be prominent to automate the
verification process of digital evidence.

Further research should emphasize developing the digital
evidence management that balances security, scalability, and
decentralization. The private or consortium blockchain may be
proposed for digital evidence management in a decentralized
manner. The on-chain storage (Layer 1) and off-chain storage
(Layer 2) techniques may face several challenges. Integration
of Layer 1 and Layer 2 solutions can significantly increase the
scalability. The various types of digital data may be stored on
separate shards , which disperses the data in a decentralized
way. Additionally, we can use Roll-up with sharding to
minimize the on-chain processing. This may reduce the load on
the main chain, subsequently increasing the scalability. The
integration of machine learning algorithms can be used to
analyze the block’s data or anomalies. The blockchain based
digital evidence management must comply with the digital
forensic standard. Further research should also focus on
designing the framework that must comply with legal
frameworks.
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